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The Telephone Support Scam

What is the problem?

It is becoming increasingly common for home computer users to receive telephone 
calls from people claiming to have spotted issues with their computers and offering to 
assist in fixing them. Often they will introduce themselves as being from your internet 
service provider, your phone company, or in some cases from Microsoft.

We are aware of multiple variations of this type of scam across Europe, North 
America, Australia, Canada, New Zealand, and other countries, and they seem to be 
increasing in numbers.

In all cases, the main intention of the call is to persuade you, the user, to follow their 
instructions and in doing so allow them to do what they want to your computer.

Sometimes, the caller will compromise your machine with malicious software such as 
a key logger to steal your banking passwords.

Others will ‘help’ you to clean up problems that don’t actually exist, sometimes 
installing fake anti-virus software which will lead you to think all is well.

Some callers even attempt to have you pay for their services, at which point they will 
also have your card details.

How does the scam work?

As with all scams, this relies on the caller convincing you that you need what they’re 
offering, and they accomplish this with a simple piece of social engineering through 
which they panic you into wanting to accept their help.

During the call, you will be asked to access programs on your computer that you don’t 
normally use. In the case of Windows systems, this will normally be the ‘Windows 
event viewer’. Once accessed, you will be directed to a long list of errors recorded by 
your computer, and told that these are important and must be dealt with quickly. In 
fact, the errors you’ll see are mostly irrelevant to the day-to-day running of your 
machine.

However, to the untrained eye the caller has revealed serious problems in your system 
and fortunately he or she can fix them for you, so you will be only too happy for them 
to assist you.

The final step is normally to download a program to allow the caller to remotely 
control your computer for you, so that they can ‘fix’ it.
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How to stop the calls

No telephone scam can work if the call is terminated in a timely manner. With any 
incoming telephone calls, we advise treating all unknown callers with extreme 
suspicion:

1) Never   accept who they say they are as being true; it is common for scam 
callers to claim to be from ‘your internet service provider’, ‘Microsoft’, ‘PC 
World’, or ‘your phone company’.

2) Never   confirm or hand over your details to any caller whose identity you are 
not absolutely certain of.

3) Never   follow any instructions given to you during the phone call.

The easiest way to deal with the issue is to request they do not call you back and then 
to hang up the phone.

If they claim to be from your phone company or internet service provider, say that 
you will call them back yourself on the number you have on your bill.

Whatever you do, do NOT let them persuade you to follow their instructions.

What if they keep on calling?

Prehoc Solutions Ltd is based in the United Kingdom, and we have been in contact 
with the UK’s three major telephone companies about this and similar phone-based 
scams to ask what advice they would give their customers.

Despite a follow-up request, and the best efforts of one staff member in British 
Telecom’s press office to obtain a suitable response, British Telecom has as yet failed 
to respond to our queries.

However, both Virgin Media and TalkTalk were prepared to comment on the issue, 
and we are very grateful to them.

A Virgin Media spokesperson said, ‘Scam calls appear to be a growing problem and 
consumers should always be wary of unsolicited calls that ask for any personal  
details. If a customer is unsure about the legitimacy of a caller, we recommend they  
take details of the caller and which department they work in and call them back if  
interested, or contact the company the caller claims to represent to verify its  
authenticity.’
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A TalkTalk spokesperson said, ‘We do know that unfortunately there may be  
occasions where TalkTalk customers (and customers of other telecoms providers) are  
targeted by third party companies claiming to be representing their service provider.  
We advise our customers to be vigilant and to inform us if they believe they have been 
targeted by someone claiming to be representing TalkTalk, especially if they are  
asked for payment upfront to fix an issue, which we would never do. Customer  
security is paramount to TalkTalk and we take attempts to defraud our customers very  
seriously. We also refer our customers to useful sites like the Telephone Preference  
Service and the Information Commissioner, and we can apply call bars to protect our  
customers.’

This is all sound advice, although we would in addition strongly advise that you look 
up company’s contact details yourself before you call them back, rather than use the 
details provided by the caller. After all, if you are dealing with a scam caller, then it is 
most likely that the details they give you will lead you straight back to them.

Please note, due to the way telephone systems work you should ensure that you have a 
dial tone on your phone before you start to dial. In the past year, we have heard a 
number of reports of scammers staying on the phone while you look up the correct 
number to call, so that when you pick the phone up and dial the valid number, you are 
actually still connected to the original scam phone call.

There are some other things you can do:

1) If you have caller-id, take note of the caller’s telephone number. Some phones 
allow you to block numbers, and this will ensure that the same caller will not 
get through to you again.

2) Similarly, if you have the caller’s telephone number ask your phone company 
if they can block it from reaching you (and possibly other customers).

3) Make your friends and neighbours aware of the scam. Often the scam callers 
will dial a range of similar numbers over a short period of time, and many of 
those numbers will be in your local area.

What to do if you think you have been caught out.

If you think you may have been caught out by this type of scam, the first thing to do is 
remain calm, and make a quick note about what actually happened. Think, for 
example:

Did you reveal any of your card details?

Did the caller obtain control of your machine? 
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If you have given your card details over the phone, contact your bank as soon as 
possible and explain the matter to them.

If you think your computer may be at risk, have it checked by a trustworthy repair 
company or service engineer. You can of course contact us at Prehoc Solutions, or 
check with your friends, neighbours and relatives to see if they know someone 
suitable.

Useful links.

Telephone Preference Service – United Kingdom only:

www.tpsonline.org.uk

The Information Commissioners Office – United Kingdom only:

www.ico.gov.uk

White paper feedback.

We are always grateful for feedback on our white papers.

If you have any feedback about existing papers, suggestions for future papers, or even 
just want to say hello then please contact us via the contact page on our website at 
www.prehoc.com.
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